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I. Preface  &  Abstract of the Talk 

what we are talking about
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The 14 challenges were selected from hundreds of 
suggestions from engineers, scientists, policymakers and 

ordinary people around the world

• Make solar energy affordable.
• Provide energy from fusion 
• Develop carbon sequestration methods.
• Manage the nitrogen cyclee.
• Provide access to clean water.
• Restore and improve urban infrastructure.
• Advance health informatics.
• Engineer better medicines.
• Reverse-engineer the brain.
• Prevent nuclear terror.

• Secure cyberspace.
• Enhance virtual reality.
• Advance personalized learning.
• Engineer the tools for scientific discovery.
.
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Cybersecurity
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Cryptology, Information Security 
& CyberSecurity
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CYBERSECURITY

CRYPTOLOGY

INFORMATION SECURITY



Abstract 

• An important topic of Data 
Science is Data Security 
where data confidentiality 
appears as a very important 
issue. When a heavy 
employment of encryption is 
necessary, minimization of the 
overheads and fit into the 
implementation constraints are 
required which preserve 
cryptographic security as well

• Accordingly, this talk 
addresses an approach for 
design of compact encryption 
which supports minimization of 
the overheads, fits into the 
asymmetric implementation 
constraints and provides 
certain level of the provable 
security. 

• The addressed approach is 
based on a combination of 
traditional encryption and 
coding in order to provide 
security enhancement of 
lightweight encryption 
algorithms which fits into the 
implementation constraints. 
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II. A Historical Prospective

The First Computer
& 

From Art of Secrtet Writing to Cryptology
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Cryptanalysis of Enigma

Known
 

plaintext attacking 
scenario

• How to obtain the pairs 
of corresponding 
plaintext & ciphertext  

• ...

Paradigm of Exhaustive 
Serach

• How to perform serch 
over a set of hypothesis 

• ...
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The working rebuilt Bomb at Bletchley Park museum. Each of 
the rotating drums simulates the action of an Enigma rotor. 

The
 

(electro-mechanical) computer
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Establishment of Cryptology 
and Information Theory
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Claude Shannon (1916-2001)
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Two Key Papers

• Information Thory
• C. E. Shannon, “A 

mathematical theory 
of communication”. 
Bell System Technical 
Journal, vol. 27, pp. 
379–423 and 623– 
656, July and October 
1948.

• Cryptology
• C. E. Shannon 

"Communication 
Theory of Secrecy 
Systems". Bell 
System Technical 
Journal, vol. 28 (4), 
pp. 656–715, 1949.



III. Some Models of Noisy 
Channels

Additive Noise 
&

Synchronization Noise
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Noisy Channels

Channels with Additive 
Noise

• Erasure Channel 
• Binary Symmetric 

Channel 
• Gaussian Channel 
• ...

Channels with 
Synchronization Noise

• Channels with insertion 
• Channels wit deletions 
• Channels with Insertion, 

deletion and additive 
noise 

• ...
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Binary Erasure Channel
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Binary Summetric Channel
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Binary Channel with 
Random Bit Deletion
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Shrinked vector after the chanel with random bits deletion

Initial vector  with bits subject to deletion

Deletion of bits is RANDOM –
 

Positions of deleted bits are UNKNOWN 



Binary Channel with 
Random Bit Insetion
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Expanded vector after the chanel with random bits insertion

Initial vector  with bits subject to bit insertion

Insertion of bits is RANDOM –
 

Positions of insereted
 

bits are UNKNOWN



IV. The LPN Problems and 
Two Cryptograhic Paradigms 
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Security of Encryption and 
Implementation Complexity

• Mainly based on 
heuristic assumptions

• Particularly when the 
encryption is based 
on employment of 
finite state machines 

• Lightweight 
encryption implies 
additional challenges 
...

• Security 
enhancement 
appears as an 
interesting approach 
... 

• Asymmetric 
implementation 
complexity of 
encryption and 
decryption also 
appears as an 
interesting issue 
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The LPN Problems
 (Learning Parity in Noise)

Basic
• Informally: Solving a 

system of linear 
equations with “the right- 
hand sides” visible 
through a binary 
symmetric channel. 

Generalized 
• Informally: Solving a 

system of linear 
equations with “the right- 
hand side” visible through 
a channel with 
synchronization errors . 
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Two Paradigms for 
Security Enhancement 
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Homophonic 
Encoding

Traditional 
Cryptographic 

Processing

Binary 
Symmetric 
Channel 

Traditional 
Cryptographic 

Processing

Simmulation of 
a Channel with
Synchronization 

Errors
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V.  A Framework for Security 
Enhancement Based on the Channels 

with Synchronization Errors
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Desired Model of Encryption 
an Attacker Should Face
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Encryption at Party I                  Encryption at Party II

Keystream Generator

+

Binary Channel 
with

Insertion Errors

Attacker Side

Keystream Generator

+

Binary Channel 
with

Deletion Errors
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A Framework for Encryption Based on Simulated Channels with 
Synchronization Errors 

Lightweight 
Keystream

 

Generator

+

+ error correction
decoding

Lightweight 
Keystream

 

Generator

+

+

error correction 
encoding

simulated channel 
with sync. errors

Party-I

Party-II

stream-ciphering

stream-ciphering

error correction
encoding

simulated channel 
with sync. errors

error correction
decoding
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A Framework for Encryption with Asymmetric Implementation Complexity

Lightweight 
Keystream

 

Generator

+

+ error correction
decoding
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Keystream
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error correction 
encoding decimation
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A Linear Binary Block Code 
Encoding Paradigm 

binary vector

Generator Matrix of 
Linear Block Code

codeword

degraded codeword
with erased bitsx x x

channel with 
bit erasures



V.1  Particular Instantiation 
Under Security Evaluation



A Framework for Encryption and Decryption with 
Asymmetric Implementation Complexity

Lightweight 
Keystream
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Lightweight 
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encryption
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Two Approaches 
for Security Evaluation 

• Information 
Theoretic Security 
Evaluation 

• Computational 
Complexity Security 
Evaluation 
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V.2  Information-Theoretic 
Security Evaluation



Preliminaries







Illustrative Numerical Example
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V.3
 

Computational Complexity 
Security Evaluation











Y. Liron and M. Langberg, “A Characterization of the Number of 
Subsequences Obtained via the Deletion Channel”, IEEE Transactions 

on Information Theory, vol. 61, no. 5, pp. 2300-2312, May 2015.



Y. Liron and M. Langberg, “A Characterization of the Number of 
Subsequences Obtained via the Deletion Channel”, IEEE Transactions 

on Information Theory, vol. 61, no. 5, pp. 2300-2312, May 2015.









Concluding Notes
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Thank You Very Much for the 
Attention,

and 
QUESTIONS Please!
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